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EXECUTIVE SUMMARY 
 

The "D2.1 Open QKD Testbed Report" details the development and implementation of the Open Quantum Key 

Distribution (QKD) testbed, which is based on the BB84 protocol. This testbed integrates various 

components, including the quantum channel, key distillation, and key management systems, utilizing off-the-

shelf components and in-house software development. The performance of the testbed has been validated 

through testing, demonstrating promising results in terms of interference contrast, key rate, and error 

correction. The implementation of the CASCADE error correction algorithm and Toeplitz hashing for privacy 

amplification has proven effective in ensuring the security and reliability of the key distribution process. 

 

The report highlights the practical and efficient approach taken to gain experience with QKD systems, 

emphasizing the use of off-the-shelf components and in-house software development. Future work will 

focus on further enhancing the testbed's capabilities, including the development of faster control systems, 

integration of new standards, and exploration of cross-border networking solutions. The continuous 

evolution of QKD technology and the decreasing cost of hardware components will contribute to the 

improvement of both security and performance. The Open QKD testbed provides valuable insights and a 

solid foundation for future research and development. 
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1. Introduction 
 
VTT started to develop its own QKD testbed in 2022 in order to prepare for EuroQCI national deployment 

project. The goal of that work was to train key personnel about how QKD works and how to develop such 

systems. This work has continued during the NaQCI.fi project with enhancements and extensions to the 

original system. The main focus has been on improving quantum channel performance, studying how to 

implement performance demanding key distillation functions in FPGA, and extending the key manager 

functionality towards fully functional implementation. Furthermore, tools and interfaces for controlling and 

monitoring the system have been developed. 

 

VTT’s QKD testbed is based on basic BB84 DV-QKD and the key manager follows mainly ETSI QKD 

recommendations. The quantum channel is implemented using off-the-shelf components, and all the 

software is developed in-house. This has provided us with quite a convenient way to gain experience with 

QKD systems. During this project, we will use this system for hands-on demos and training sessions. In the 

future, the same system will be used for research purposes, e.g., testing and developing new protocols. 

 

In the following, we will first give a short introduction to background and then describe the basic design and 

implementation. Then we will describe some testing tools and sample applications. Finally, an overview of 

the future plans is given. 

2. Background 
 
Encrypting data traffic is nowadays a standard practice in almost all communications. Encryption requires 

an encryption key. Typically, encryption uses symmetric keys, which can be exchanged or agreed on using 

asymmetric, mathematics-based methods. Quantum key distribution is a quantum mechanics-based 

alternative to mathematical algorithms to share secret information. In it, the encryption key is shared using 

the laws of quantum physics. The key information is encoded into quantum states, and the laws of quantum 

physics ensure that any eavesdropping on the key information is detected. Therefore, the key resulting from 

a quantum key distribution session that has proceeded as expected can be considered secure. Unlike with 

mathematics-based algorithms, the key exchange session cannot be recorded now and broken later. 

2.1 Quantum channel 

Since the publication of the highly influential paper by Bennet and Brassard in 1984, describing the well-

known BB84 protocol [BB84], a large number of QKD protocols have been developed [Pirandola 2020]. QKD 

protocol can be classified by the dimensionality of quantum degree of freedom as discrete or continuous 

variable, abbreviated DV or CV, respectively. DV-QKD-protocol makes use of finite dimensional degrees of 

freedom, e.g. spin up or down, or photon polarization horizontal or vertical. CV-protocols utilize continuously 

variable observables, e.g. quadratures of the electric field. Dimensionality of degrees of freedom specifies 

the dimensionality of the operator Hilbert space [Pirandola 2020]. 

 

Generally speaking, QKD protocols employ light states as the carriers of quantum information, typically as a 

single photon or a coherent state. Therefore, any degree of freedom available for modulation and 

measurement can be used in a practical key transfer scheme. Typical choices of degree of freedom are 

polarization or phase for DV-QKD, and electric field quadratures for CV-QKD. 

 

In the present work, the authors have chosen time-binned phase modulated (prepare and measure) BB84 as 

the protocol for the described DV-QKD testbed due to its relative simplicity and well described security 

proofs [BB84-security]. 

2.2 Key distillation 

Key distillation, also known as classical post-processing, is an essential part of quantum key distribution. It 

involves processing the key and analyzing its security. A natural quantum channel usually produces some 

errors, so the keys received by the parties typically differ slightly. To obtain two identical keys, the errors 
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must be removed. This can be done using any classical error correction algorithm based on parity checks. 

After error correction, the final error rate of the key is known because the party receiving the key knows how 

many errors they had to correct. The security of the quantum channel is assessed based on the error rate: if 

the error rate is close to the naturally expected error rate of the quantum channel, the key is considered 

secure. If the error rate is above the threshold, this may indicate some external interference or an attacker in 

the quantum channel. In such cases, the key must be discarded. The final step is privacy amplification, 

implemented as matrix multiplication, which compresses the key to the desired final length and ensures that 

it is sufficiently random and secure for encryption use. Post-processing can be performed on any classical 

computer and over any connection. 

2.3 Key management 

Key management layer is responsible for delivering the actual encryption keys to Secure Application Entities 

(SAE), i.e., QKD service users. The key management layer consists of Key Management Entities (KME) that 

are co-located with other QKD equipment in trusted locations. Furthermore, there might be a centralized 

controlling element that supervises and controls KME activities, or KMEs can operate in a distributed 

manner. KME offers at least one type of interface for SAEs for secret key retrieval, and the most common 

alternative is ETSI QKD 014 based HTTPS API with mutual TLS authentication. There is also an ETSI QKD 

004 RPC API and SKIP from Cisco. One of the key functions of key management layer is key relaying, in 

which secret keys are transported over multiple QKD links so that all SAEs in different parts of the network 

can share keys. This is based on encrypting the key material hop-by-hop over adjacent QKD links. The most 

secure way to implement this is to use QKD key material as One-time Pad (OPT), but also AES is suggested 

to reduce the key material consumption. 

 

Each KME is responsible for controlling and monitoring the local QKD links as well as receiving QKD key 

material from link specific key distillation processes. 

3. Design and implementation 
 

3.1 System architecture 

The system architecture consists of three main components: 1) quantum channel and its control software, 

2) key distillation software, and 3) key manager software. Furthermore, there are couple of supporting 

systems: publish-subscribe type of monitoring system and simple Web UI system for reading and setting 

system parameters remotely. Initially, the interfaces between various components were planned to be 

implemented with ZeroMQ but for various reasons (e.g., security) other options were investigated and 

currently some of the interfaces are based on Apache Thrift. This latter approach has also some issues and 

we will reconsider and unify the interface specification at some point. 

3.2 Quantum channel 

 
The open QKD testbed is a time-binned phase modulated BB84 DV-setup. High level overview of the physical 
layer, omitting some details of the optical setup, is shown in Fig. QC1. Experiment synchronization is 
implemented with White Rabbit, giving sub-ns timing accuracy and stability [WR]. Each node uses an FPGA-
based ARTIQ control system, with Sinara hardware provided by M-Labs [ARTIQ]. ARTIQ has open hardware 
and software specification and is widely used in control of various quantum physical experiments, mostly in 
the field of ion trapping [ARTIQ]. The most obvious advantage of the ARTIQ system is its ease-of-use. The 
user can describe the precise experiment timing in subset of Python, which then gets compiled into machine 
code that runs on the FPGA carrier board. Apache Thrift RPC-library is used for classical channel 
communication and for communication between the physical layer and the key distillation software. 
 
Alternatively, a completely custom Xilinx MPSoC-based control system was designed for higher speed 
operation. The MPSoC control system is currently a work in progress and is described in more detail in the 
section on Future Work. 
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Phase modulators of the optical layer setup are driven with pre-set amplitudes of DC voltage. The digital-to-
analog converter in the control system has a relatively slow response time (order of tens of µs), which would 
limit the system throughput unnecessarily. Therefore, the problem was circumvented by using a custom 
designed 4:1 multiplexer switch that outputs a suitable voltage to the phase modulator, based on a 2-bit 
digital input. The maximum switching frequency limited by the custom design is approximately 10 MHz. 
 

 
Figure QC1 – Overview of the physical layer setup. Abbreviations: FPGA: field programmable gate array, DIO: 
digital input/output, DAC: digital to analog converter, AM: amplitude modulator, PM: phase modulator, DET: 
single photon detector. 
 
 
Detailed schematic of the optical layer is shown in Fig. QC2 and is similar in design with [Lucamarini 2013] 
and [Inoue 2006]. Light from a single frequency DFB CW laser (Thorlabs LP1550-PAD2, 1550 nm, 2 mW) is 
chopped into pulses of approximately 100 ps in length using a custom-built electric pulse generator and a 
Lithium Niobate amplitude modulator (Exail MXER-LN10, bandwidth 16 GHz). The pulse generator is based 
on the design published in [Pulse gen] (Fig. QC3). Light pulses are then attenuated with a manually variable 
optical attenuator to single photon level. The input light in this case is well described by a weak coherent 
state, with a mean photon number of 0.5 per pulse. 
 
The input light is split into two paths at the Alice node. Longer path has a Lithium Niobate phase modulator 
(Exail MPX-LN-0.1, bandwidth 200 MHz, DC-coupled) and a 10 m spool of fiber. Shorter path simply has 4 m 
of fiber. This effectively creates a state of superposition for the approximately single photon state that 
simultaneously travels both paths.  
 
Quantum links installed in the field typically employ single mode optical fiber that does not preserve linear 
state of polarization. Imperfections in the fiber structure cause birefringence that effectively act as a 
waveplate that distorts the state of polarization from linear to elliptical. Achieving good interferometric 
contrast requires that the state of polarization is corrected back to linear state before the Bob node. For this 
purpose, a manual polarization controller is used, as shown in Figure QC1. 
 
The design of the Bob node is similar to the Alice that, except that it has a commercial fiber stretcher (IDIL 
ST020-HFC-PM1550FC/APC) and a free space delay line on the long path. These are needed for path length 
equalization and stabilization for achieving an acceptable level of interference contrast. See the next 
subsection on the interferometer signal for details. 
 
All fibers in the nodes are polarization maintaining (PM) Panda-type fiber of type PM1550, with most fiber 
connections spliced. Connector splicing is essential for achieving sufficient polarization extinction ratio, that 
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directly influences the achievable interference contrast. Light output from the laser is linearly polarized and 
aligned with the slow axis of the PM fiber.  
 
Optical layer devices are assembled on temperature-controlled breadboards that are kept in insulated 
enclosures. Devices operated at resistively heated stabilized temperature of approximately 40°C. 
 

 
Fig QC2 – Optical layer schematic. Abbreviations: CW: continuous wave, VOA: variable optical attenuator, 
AM: amplitude modulator, MUX: multiplexer switch, φ: phase modulator, DET: single photon detector. L1 and 
L2 are fiber collimators and λ/2 is a half-wave plate. 
 

 
Fig. QC3 – Custom-built 100 ps electric pulser. 
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Fig. QC4 – Photograph of the optical layer devices with components highlighted. 
 

Mach-Zehnder interferometer response 

 

The optical layer setup resembles a textbook version of a Mach-Zehnder interferometer, an optical device 

used for modulation and detection of optical phase difference. Compared to the typical implementation, 

signal paths are separated into short and long paths on both sides of the QKD link. As shown in the inset of 

Fig. QC2, each side of the QKD link realizes two time bins for the photon to exists in simultaneously. 

Interference is observed at the detectors when the time bins of Alice and Bob are well aligned, i.e. the 

differences in travel time between short and long paths are equal on both nodes. Due to practical limitations 

in cutting optical fibers, achieving perfect balance by trimming fiber lengths is difficult. For this reason, an 

adjustable free space delay line is included in the long path of the Bob node. This delay line can be manually 

adjusted to bring the interferometer into balance. 

Mach-Zehnder interference at the detectors is given by (see e.g. [Inoue 2006]): 

𝐼0~𝑐𝑜𝑠
2 (

𝜑𝐴−𝜑𝐵

2
)      (1) 

 

𝐼1~𝑠𝑖𝑛
2 (

𝜑𝐴−𝜑𝐵

2
)      (2) 

 
Where subscripts 0 and 1 correspond to the detector. These relations are only valid for an ideal case for 
perfect 50:50 beam splitter ratio, with perfectly balanced time-bins. Balancing issues in time-bins alignment 
and differences in attenuation along the optical paths potentially worsen the achievable interference 
contrast. 
 
For time bin misalignment, photon detection probability at one of the detectors is given by [Loudon] 
 

〈𝑛4〉 = 2|𝑅|2|𝑇|2 {1 + 𝑒𝑥𝑝(−
Δ2(𝑧1−𝑧2)

2𝑐2
) 𝑐𝑜𝑠 (

𝜔0(𝑧1−𝑧2)

2
)}   (3) 

 

where |R|2 and |T|2 are the beam splitter transmittance parameters (both ideally 0.5), Δ is the spectral width 

of the optical signal (inversely proportional to the pulse length), and z1-z2 is the optical paths difference. c 

and w0 are the vacuum light speed and center frequency respectively. From Eq. 3, it can be seen that 

misalignment in the time bins worsens the interference contrast with a Gaussian term. The effect is 

visualized in Fig. QC3. For typical parameter values a misalignment of 1 cm will worsen interference contrast 

by 5%. 

Similarly, differences in attenuation will result in a similar effect. It can be shown that the interference at the 

detectors is given by 

 
𝐼~𝑎𝐴

2 + 𝑎𝐵
2 ± 𝑎𝐴𝑎𝐵𝑐𝑜𝑠(𝜑𝐴 − 𝜑𝐵)     (4) 

 
where aA and aB are the optical transmittance coefficients on long paths of Alice and Bob, respectively. Here 
the sign of the oscillatory term (+ or -) corresponds to the two detectors. Eq. 4 reverts to the ideal cases 
(Eqs. 1,2) for aA = aB = 1. Difference in attenuation is caused by device tolerance, and the additional signal 
loss from the free space delay line. Typical insertion losses for the phase modulators are order of 3 dB with 
0.5 dB variation between devices. 

 
Alignment issues were carefully mitigated for the reported setup. For timing optimization, an ultrashort pulse 
from an optical comb, with additional compression was used as an alignment signal. The compressed pulse 
had a width of approximately 250 fs. Achieved timing alignment was order of 1 ps, corresponding to 0.2 mm 
in fiber. 
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For attenuation, an excess of 1 dB was observed in the long path of the Bob node. A compensating 
attenuation was realized on the Alice side by twisting fiber around a rod with relatively short radius of 
curvature (1.25 cm), thus increasing the bending losses of the fiber. 

 

Phase modulated BB84 

 

For QKD key transfer, a phase modulated BB84 protocol was used. 

Alice generates 2 random bits for selecting the bit basis and value. Bob generates one random bit that 

determines the measurement basis. Bits and corresponding phase values are shown in Table 1. Afterwards 

the result is sieved by communicating the selected basis values (and whether or not a photon was detected). 

If the basis values agree, both nodes share a common bit, and the probability of measuring the correct value 

is 100% in the ideal case for perfect interference contrast. Similarly, if basis values are unequal, the 

measurement result is probabilistic, with 50% probability of measuring a photon at either detector. 

Table 1 – Bit and phase values for phase modulated BB84. “R” indicates a random outcome (50% chance of 
measuring 0 or 1) 

A basis 0 0 0 0 1 1 1 1 

A bit 0 0 1 1 0 0 1 1 

A phase 0 0 π π π/2 π/2 3π/2 3π/2 

         

B detection 0 1 0 1 0 1 0 1 

B phase 0 π/2 0 π/2 0 π/2 0 π/2 

B detects 0 R 1 R R 0 R 1 

         

Shared key 0 - 1 - - 0 - 1 

 

Optical layer key transfer 

 
For optical key transfer the setup needs to be locked at a known operational point. Without any adjustment 

of the differential phase between Alice and Bob nodes, the phase difference drifts slowly due to thermal 

expansion of the fibers. It can be seen from Table 1, by setting Alice’s phase to 0 and Bob’s to π/2, detection 

probability of the (ideally) balanced system is 50% for both detectors. The difference between the detector 

count rates serves as a useful error signal for a feedback loop. To illustrate this better, Fig. QC5 shows the 

output count rates from both detectors, while delay is scanned by applying a linear voltage to the piezo 

stretcher. Optical phase (and detected signals) varies sinusoidally as expected. The difference between 

these signals is used as the error signal for locking the operational point of the system. The lower part of Fig. 

QC5 shows the error signal with the operational lock point indicated by a cross marker. A simple numerical 

PI-controller is used as a feedback loop. The control signal from the PI-controller is used to generate a drive 

voltage to the piezoelectric fiber stretcher that maintains the system in a locked state. 
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Figure QC5 – Error signal for operational lock point control. The upper part of the figure shows detector 

count rates when the stretcher delay is scanned linearly. The difference signal (lower part) is used as an 

error signal for the feedback loop. Operational point is highlighted with a red cross. 

To transfer a QKD key reliably while maintaining lock on the operational point requires interleaved operation 

(see Fig. QC6 for an explanation). After the system is initially locked, key transfer and locking alternate until 

the required number of key bits have been transferred. 

 

 
Figure QC6 – Schematical explanation of interleaved bit transfer and locking of the operational point of the 

system. 

After a transfer of the requested number of keybits, a common raw key is calculated at both sites with 

standard BB84 bit sieving (see e.g. [Inoue 2006]). Raw keybits are sent over Apache Thrift connection to the 

key distillation instances at both sides of the link. 

3.3 Key distillation 

The post-processing phase related to our demo is implemented in Python. The post-processing software 
receives the filtered key, i.e., the key bits that have been prepared and measured in the same basis. There are 
two post-processing software programs: one for the sender (Alice) and one for the receiver (Bob). First, Alice 
publishes a 10% sample of the key bits she received. Bob compares these bits with his own and thus 
produces a preliminary estimate of the key's error rate. If the error rate is suspiciously high at this stage, the 
post-processing process can be stopped early and retried with new key material. If the error rate is below the 
acceptable threshold, the parties proceed to error correction. Error correction is implemented using the 
CASCADE Python library, which is a Python implementation of the CASCADE error correction algorithm 
[https://cascade-python.readthedocs.io/en/latest/protocol.html]. In this, Alice acts as the server and Bob as 
the client. Bob selects certain blocks of the key, shuffles them, and queries the parity of these blocks. If 
parity errors are detected, Bob tries to correct them to the best of his knowledge. The process continues 
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until no more parity errors are found. CASCADE is a probabilistic algorithm, so it is not 100% certain that all 
errors will be corrected, but based on our tests, the error correction works quite reliably. 
 
After error correction, the final error rate of the sample is known because Bob has had to correct each bit 
error. In this implementation, the threshold for the acceptable bit error rate is 12%. For practical purposes, 
such a bit error rate would be quite high, but since the internal channel error of the demo was about 10%, 
tolerating a relatively high error rate was necessary. The final step is privacy amplification, which is done by 
multiplying the error-corrected bit string with a Toeplitz matrix generated from a random seed, so that the 
length of the final product is 256 bits. The seed is randomly generated on Alice's side and sent to Bob over a 
public channel, as it does not need to be secret. The key resulting from the matrix-vector multiplication is the 
final encryption key, which can be used, for example, as the key for the AES algorithm or in a one-time pad 
system. 
 
To speed up error correction, LDPC error correction was implemented in C, which was intended to be 
converted to an FPGA platform using Vitis HLS. The C implementation was completed, but currently, only the 
privacy amplification operation, which is part of post-processing, has been transferred to the FPGA. LDPC 
error correction suitable for QKD was achieved by modifying open-source C code. 
 

3.4 Key management 

The Open QKD Testbed key manager software follows mainly ETSI QKD recommendations but provides also 
Cisco SKIP interface. KMS is implemented in Scala programming language version 3.3 using Actor Based 
Model architecture and functional programming principles. The Actor Based Model functionality is provided 
by Apache Pekko Toolkit1, which is also used to implement HTTPS interfaces for both ETSI QKD 014 [ETSI 
QKD 014] and Cisco SKIP [SKIP]. The main reason to select these tools and architectural models for KMS 
implementation is improve the security and safety. The Scala programming language2, especially together 
with functional programming, eliminates automatically many common error sources. Furthermore, Actor 
Based Model makes handling concurrency much easier as data / state is hidden inside actors. 
 
Currently, our key manager implementation supports only distributed control, but centralized SDN based 
control is also under investigation. 
 

Figure KM1: Key management element (KME) internal structure 

 
1 https://pekko.apache.org/ 
2 https://www.scala-lang.org/  

https://pekko.apache.org/
https://www.scala-lang.org/
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Configuration and system startup 

The configuration for key manager is defined mostly in a YAML file that can be specified in command line. At 
the moment, there are additional command line parameters, but most of them will be moved to the 
configuration file. The basic system configuration includes: 

• HTTPS server port and possible IP address mask (default 0.0.0.0) 
• Location of the keystore for certificates 
• Operation mode (currently “distributed” only) 

Each QKD module has its own configuration 

• Key distillation module address and ports 
• Peer key manager address 

Furthermore, each SAE attached to this key manager must be configured (automated secure enrollment will 
be added later) 

• SAE definitions 
 
In the system startup, the key manager main function reads the configuration definitions and, if successful, 
creates an actor system and begins starting actors. First, a top level QKD link manager is started, and it 
spawns separate link manager, key stream, and key store actors for each QKD module. These actors will 
take care of handling the QKD layer, receiving key material from key distillation, and storing the raw key 
material. Next, topology management is initiated by creating routing actor that will create connections to the 
key manager instances at neighboring QKD nodes. Finally, the routing DSL is constructed, httpsContext 
created, and HTTPS server started. 

HTTPS API interfaces 

The HTTPS API interfaces for ETSI QKD 014 and Cisco SKIP are implemented with Apache Pekko HTTP 
modules. The handling of client queries is implemented as Pekko HTTP routing DSL, and the HTTP server is 
configured to accept only HTTPS connections and to require mutual authentication. The required 
httpsContext is created using standard Java security mechanisms (Scala runs on JVM and thus can utilize 
Java libraries) and the required PKI certificates and passwords are retrieved from Java keystore. 
 
The routing DSL starts with retrieval of client certificate – the https server has already verified the certificate 
but some of the contents of the client certificate (e.g., client SAE ID) are needed for queries. In the next 
phase, the routing DSL is divided to ETSI QKD 014 and Cisco SKIP branches, and the ETSI QKD 014 is further 
split according to API versions (currently, only version 1 is supported). Finally, each query is decoded, and 
the actual internal API functions are called to fulfill the request. In many cases, GET and POST requests are 
served by the same internal API function. The server is fully multithreaded, and so each query generates a 
Future that results in HTTPS reply upon completion. 
 
The marshalling of JSON messages is automated with Jackson JSON library3 that deserializes JSON 
messages to Scala case classes when POST query is received and serializes case classes (results from 
internal API calls) to JSON when replies are sent. 

QKD link manager 

The main LinkManager actor is responsible for spawning QKD link specific QKDLinkManager actors and 

supervising them during their lifetime. The main program can start new QKDLinkManagers by sending 

messages with QKD link information to the LinkManager. When a new QKDLinkManager is started, it creates 

a control channel to key distillation process of the specified QKD link and creates a KeyStreamReader actor. 

The QKDLinkManager controls the key distillation process while the KeyStreamReader receives the stream 

of key material and pushes it to key storage. The interfaces between key manager and key distillation are 

implemented with ZeroMQ. There were plans to update the interface to Apache Thrift, but the current Thrift 

libraries for Scala have issues with Scala 34 and thus we are considering refactoring the interfaces to plain 

mTLS based implementation. 

 
3 https://github.com/FasterXML/jackson-module-scala  
4 https://twitter.github.io/scrooge/  

https://github.com/FasterXML/jackson-module-scala
https://twitter.github.io/scrooge/
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Key storage 

The key storage actor is responsible for receiving raw key material from KeyStreamReader actors and 
storing it for later use. It also constructs new keys of desired length upon request and allocates key 
identifiers. Finally, it erases used key material safely by overwriting it with zeros. 

Topology protocol 

KMS topology protocol is used to distribute the QKD network topology information including QKD links and 
SAE locations. It is based on a simple link-state protocol, in which the peering KMEs (Alice and Bob) first 
establish link-state protocol connection by exchanging HELLO messages. When the connection is 
established, both ends make Link State Announcements (LSA) to all their neighbors. The neighbors will then 
forward new link information as a Link State Update (LSU) to their neighbors if it is newer than the existing 
link-state information in their local database. During the connection establishment, the peering KMEs also 
exchange their local link-state databases, so that new KMEs can learn the network topology quickly. The 
information about local SAE IDs is included in the LSA/LSU messages. 
 
There will be also periodic HELLO messages to ensure that topology protocol connection is alive, but this is 
not yet implemented. If a certain number of HELLO messages are missed, the QKD link should be considered 
to be down, and LSA/LSU messages will be used to remove the link from the local link-state databases. 
 
The routing functions are implemented using Graph for Scala library5. The node and connectivity information 
from the routing database are used to construct the routing graph. For a key relay route request, the SAE IDs 
are first resolved to QKD node names, and then the shortest path between QKD nodes is computed and 
returned as a result. In the current version, only simple path calculation is used, but later QoS parameters will 
be supported. Part of the QoS support can be implemented by filtering the routing graph according to QoS 
parameters and then resolving the route with the remaining graph. Support for multipoint key relaying will be 
also added later. The routes can be found in this case by finding a Steiner Tree between SAE locations. 

Key relaying 

Key relaying is required when SAEs do not share the same QKD link. There are few options on how the key 

relaying can be implemented, but currently our implementation supports only distributed hop-by-hop key 

relaying. For key relaying, an optional route field is added to the internal QKD link key container, and it 

defines the full source route to the destination. This field is used by intermediate KMEs to determine the next 

hop to be used. Each intermediate KME takes care of decoding and encoding of the secret key using local 

QKD keys as OTP. 

3.5 Authentication 

Two separate authentication methods were implemented for the post–processing phase. The first version of 
the authentication software module uses digital signatures for authentication. The other version uses 
message authentication codes based on symmetric key which was shared at the beginning of the post–
processing. Both implemented authentication methods use standardized PQC algorithms: digital signatures 
were implemented using ML-DSA algorithm and the symmetric key for message authentication codes was 
shared using key encapsulation algorithm ML-KEM. The two implemented authentication methods were 
compared based on authentication message size and speed of the operations. Main findings of the 
comparison were the following. On one hand, message authentication codes are smaller, and the operations 
are performed faster. Thus, if message authentication codes are used, less data has to be sent over the 
classical network connection during the key distillation. Fast authentication and verification operations are 
preferred when lots of QKD rounds have to be performed. On the other hand, operations on digital signature 
algorithms are slower to perform, and signatures require more bandwidth during transfer. Digital signature 
authentication does not require sharing a symmetric authentication key at the beginning of the post–
processing phase. It is sufficient to share the public key, which is required for signature verification, in a 
certificate that can be sent on a public channel. Public key infrastructure makes public key sharing easy, 
secure and efficient, assuming that such an infrastructure exists. 

 

 
5 https://scala-graph.org/  

https://scala-graph.org/
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3.6 Monitoring, management and remote control 

The monitoring functionality is based on publish and subscribe model – each component (key manager, key 

distillation, quantum channel) acts as producer and the monitoring tools can subscribe to publish channels. 

The justification for such design is that it supports multiple consumers easily, e.g., besides monitoring tools 

we can have several analysis tools running at the same time. The publish-subscribe functionality is based on 

Rabbitmq and we are using mTLS for security. Currently, the main application used for monitoring is Zabbix 

and we have implemented a small interface tool to feed information from Rabbitmq to Zabbix. 

For control purposes, we have implemented a small but versatile Web UI that allows for monitoring and 

setting device parameters. This has been implemented with Apache Thrift protocol and again, mTLS is used 

for security. Each QKD system component has a control agent that is implemented as a Thrift server, and it 

is responsible for collecting system parameter values as well as taking changed parameters into use. The 

control UI server implements a simple Web UI that allows the user to select which system he/she wants to 

interact with. It gives a list of system parameters for the selected system and allows for changing writeable 

parameters. These parameters are read and written using Thrift client. Currently, the information about 

available systems and their parameters are read from a fixed configuration file, but we are planning to 

implement a proper automated enrolment process. 

4. Testing tools and applications 
 

4.1 Test clients 

We have developed two test clients for testing ETSI QKD 014 API interface to ensure proper function of KME 

user interface. These clients can be later extended to support Cisco SKIP. The first one is implemented using 

Rust programming language with reqwest library and the other with Racket using httpeasy. Currently, both 

test clients support only simple checks with correctly formed requests, but an extension of more covering, 

configurable test suite is under consideration. Furthermore, we are investigating if the interface code could 

be refined to library code that could be released as open source. There is also a set of scripts for generating 

the required certificates for tests and starting test configurations. 

 

4.2 ORAN demo interfaces 

 
During the project an O-RAN xApp for network based False Base Station detection on O-RAN was integrated 
with a QKD network. As the actual deployment of the system resides on the Mobile Network Operator (MNO) 
facilities the access to the detection system must be restricted to those with the proper rights which usually 
are not the members of MNO employees. The security of the stored data must be considered with the 
cryptography methods especially when part of the system is implemented cloud based. 
 
Currently the FBS application is utilizing QKD network as an application level utilizing the ETSI GS QKD 014 
standard. Figure ORAN1 describes the high-level design of the application architecture of the system. 
Interfaces from xApp and rApp side were implemented with Python on a commercial ORAN Near Real-Time 
RIC platform and on Non Real-Time RIC Edge Platform. 
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Figure ORAN1 - Network side software architecture of the Combined FBS detection 

 

5. Validation and performance tests 
 

5.1 Quantum channel 

After careful alignment of optical phase, attenuation and polarization, the interference contrast shows 

extinction down to less than 1% for destructive interference (Fig. QC7). Extinction seems currently limited by 

the dark count rate of the single photon detectors. 
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Figure QC7 – Interference contrast of the system when the optical phase is modulated by piezo stretcher. Dark count  

 
Ideally the observed interference contrast would correspond to quantum bit error rate (QBER) values of < 1% 
as well. In practice, due to imperfections in the feedback loop that locks the optical phase difference to the 
operational point of the system (see section 3.2 for details), practical QBER values of 1-2% were observed 
during operational tests of the system. 
 
The maximum achievable raw key rate is approximately 33 kbits / s, limited by the ARTIQ control system, 
and the SPAD detectors. The actual secret key rate is lower, since key bits are lost in attenuation, sieving and 
postprocessing. Secret key rates of approximately 1 kbit / s were observed for low optical attenuation 
values. 

 

5.2 Key distillation 

5.2.1 Toeplitz hashing 

Toeplitz hashing is conducted in privacy amplification step. It is basically a matrix-vector multiplication 

between error corrected bit string and Toeplitz matrix constructed from a random seed. This process could 

be executed 3 x faster in FPGA environment compared to normal laptop CPU.  

5.2.2 CASCADE error correction 

The table below shows the performance test results of the CASCADE error correction algorithm 

implemented in Python. The tests calculate the algorithm's ability to produce at least 256 secret bits when 

the error rate of the quantum channel is 0.1 and the number of available raw bits (i.e., sifted bits) varies. The 

results are averages of one hundred rounds. Since the algorithm is not deterministic but random, it 

sometimes leaks more and sometimes less parity information. Each published parity information leaks one 

bit from the key, and this must be subtracted from the number of produced secret bits. The rightmost 
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column indicates how many runs required publishing so little parity information that more than 256 bits 

remained secret. 

 

raw bits parity checks reconciliation 
efficiency 

secret bits secret bits >= 256, 
% of rounds 

900 512.77 1,215 387.23 100 

650 371.37 1,217 278.63 100 

630 358.18 1,2116 271.82 100 

620 353.61 1,217 266.39 98 

600 342.28 1,215 257.72 72 

590 336.37 1,2142 253.63 30 

580 332.35 1,22 247.64 2 

550 313.62 1,209 236.38 0 

 
5.2.3 Performance tests  
 
The tables below show the combined duration and success rate of CASCADE error correction + Toeplitz 

hashing based privacy amplification, averaged over one hundred executions. The raw key length was 1000 

bits, the resulting secret key is 256 bits long, and the key error rate varied according to QBER column. Tests 

were conducted with a laptop with 11th Gen Intel(R) Core(TM) i7-1185G7 @ 3.00GHz CPU + 40 GB RAM. 

QBER correct key pairs execution time 

0.01 100% 0.022 s 

0.02 100% 0.026 s 

0.03 100% 0.031 s 

0.04 100% 0.043 s 

0.05 100% 0.039 s 

0.06 100% 0.049 s 

0.07 100% 0.048 s 

0.08 100% 0.053 s 

0.09 100% 0.057 s 

0.10 100% 0.066 s 

 

5.3 Key management 

Full API tests with error handling responses have not been conducted yet but the interfaces work with 

properly formatted queries. Erroneous queries are rejected but proper responses defined in ETSI QKD 014 

have not been checked. 

 

6. Future work 
 
QKD systems are evolving rapidly, and new standards will be released in the near future. Future work may 

involve partial realization of selected standards and their interfaces. Information-theoretically secure mutual 

authentication of QKD devices remains still an open research question. However, a proposed physical 

unclonable function (PUF)-based authentication method will be worth studying and implementing in the 

testbed system. Considering global QKD services, cross-border networking solutions will be interesting, and 

some of these solutions could be implemented in our testbed system. As QKD systems are new, hardware 
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and components will evolve, and prices will decrease. It will be interesting to develop further the testbed to 

improve both the security and performance of the system. In the future, it will also be necessary to 

determine what different authorities, public and commercial partners will need and how they will transition to 

quantum-safe security. 

6.1 Quantum layer 

6.1.1 Control system 

While the maximum achievable raw-bit rate with the ARTIQ control system is sufficient for operation with 

SPAD single photon detectors, a faster control system is required for operation in the MHz range. Faster 

detectors, mainly SNSPDs (superconducting nanowire single photon detector) can operate up to hundreds of 

MHz. 

A custom FPGA control system was designed based on Xilinx MPSoC evaluation board (ZCU-102). Figure 

QC8 shows a high-level schematic of the system. 

 

 

Figure QC8 – Schematic of the custom FPGA control system for Alice and Bob nodes. Abbreviations: PS: 

Processing system, i.e. ARM-CPU running embedded Linux. PL: Programmable logic, i.e. the FPGA fabric. 

DAC: Digital-to-analog-converter. FIFO: first-in-first-out-buffer. 
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Random number generation, sieving and postprocessing processes are written in C++ and run on the ARM 

CPU as traditional Linux programs. Generated random numbers and detected events are accessible to the 

FPGA-controlled timing control of the system and to the postprocessing software components through a 

DMA controller interface. All data is thus stored in contiguous RAM buffers controlled by the QKD control 

software in the embedded Linux installation. 

Digital I/O with predefined timing (adjustable delays etc.) is realized using custom timing IP cores written in 

Verilog. An AXI-stream bus-interface from/to the DMA controller is used to transfer the control data from/to 

LVDS lines of the FPGA chip. A custom designed electrical interface card is used to convert the LVDS signals 

to single-ended logic suitable for driving external devices (modulators, detectors etc.). A photograph of the 

evaluation board with the custom interface board is shown in Fig. QC9. An oscilloscope view of a timing test 

for the output of Alice’s modulator drive and laser pulsing is shown in Figure QC10. External 16-bit 

DAC(LTC2000-16) is connected to the processing system over SPI bus. The DAC can be used to control the 

piezo stretcher for locking the operational point. 

 

 

Figure QC9 – FPGA evaluation board (ZCU-102) and the custom LVDS logic converter. 
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Figure QC10 – Modulator drive and laser pulse timing test at the Alice node realized with the custom FPGA 

control system. Pulse widths and relative delays are adjustable from the control software running on the 

embedded Linux. 

Currently the custom FPGA system is under testing phase. Basic functionality in the physical layer control 

and key sieving as well as timing IP cores have been completed. The goal of the control system work is to 

achieve a similar level of operational capability as the ARTIQ-based control currently has. 

6.1.2 Field tests 

Quantum layer devices are planned to be tested with a loopback fiber. Both devices reside in the same 

laboratory, and the quantum signal travels to a remote location and back again in a pair of fibers. 

Loopback configuration allows testing the system on a real field installed fiber without the need for moving 

the physical layer devices away from the laboratory. 

6.2 Key distillation 

For key distillation, the plans for the continuation include porting of LDPC implementation to FPGA 

environment, integration of FPGA functions to key distillation process, and possibly porting the Python based 

key distillation implementation to some more efficient and safe language like Rust. Furthermore, the 

interfaces to quantum channel and key manager need some harmonization and possibly a new pure socket-

based implementation. 

6.3 Key manager 

The main future plans for the key manager include SDN interface for centralized control and implementation 

of SDN controller software. Furthermore, ETSI QKD 004 implementation using, e.g., gRPC is under 

consideration as well as push mode feature. One interesting alternative would be implementing 004-like 

interface with push mode by using Websockets. That would enable us to use the existing 014 

implementation as a basis. We are also planning to test if we could run key manager as a unikernel 

application with, e.g., Nanos6. Furthermore, we are planning to perform interoperability tests for, e.g., 

integration with external key management systems as well as using our KMS to allow for relaying keys 

between different commercial QKD systems. 

7. Conclusions and discussion 
 
The development and implementation of the Open QKD testbed have demonstrated significant 

advancements in quantum key distribution (QKD) technology. The testbed, based on the BB84 protocol, has 

successfully integrated various components such as the quantum channel, key distillation, and key 

management systems. The use of off-the-shelf components and in-house software development has 

provided a practical and efficient approach to gaining experience with QKD systems. 

The testbed's performance has been validated through testing, showing promising results in terms of 

interference contrast, key rate, and error correction. The implementation of the CASCADE error correction 

algorithm and Toeplitz hashing for privacy amplification has proven effective in ensuring the security and 

reliability of the key distribution process. 

Future work will focus on further enhancing the testbed's capabilities, including the development of faster 

control systems, integration of new standards, and exploration of cross-border networking solutions. The 

continuous evolution of QKD technology and the decreasing cost of hardware components will contribute to 

the improvement of both security and performance. The Open QKD testbed provides valuable insights and a 

solid foundation for future research and development. 

 
6 https://nanos.org/  

https://nanos.org/
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